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State of California California Email Services

Office of the State Chief Information Officer Agreement 09-120431
STATE OF CALIFORNIA

STANDARD AGREEMENT

ST, 213 (NEW 08/03) STANDARD AGREEMENT

FOR I.T. GOODS/SERVICES ONLY

REGISTRATION NUMBER

PURCHASING AUTHORITY NUMBER AGREEMENT NUMBER

91-0711-0OCIO-HQ1 10-3827

1. This Agreement is entered into between the State Agency and the Contractor named below
STATE AGENCY'S NAME

State of California Office of the State Chief Information Officer (hereafter called the “OCIO”, “State”, or “Licensee”)
CONTRACTOR'S NAME
Computer Sciences Corporation (CSC) (hereatter called the “Contractor”)

2. The term of this Upon DGS Approval for a period of three (3) years
Agreement is:

3. The maximum amount $ 50,511,490.00 (sales tax not applicable)
of this Agreement is: Fifty million, five hundred and eleven thousand, four hundred ninety and 00/100 dollars

4. The parties agree to comply with the terms and conditions of the following attachments which are by this reference
made a part of the Agreement:

Attachment 1 - General Provisions, Information Technology GSPD-401IT 04/12/07
http://www.documents.dgs.ca.gov/pd/modellang/GPIT0407.pdf

Attachment 2 - Statement of Work 73 Pages
Attachment 3 — Special Terms and Conditions

Attachment 4 — Appendix B-Summary Cost Worksheet from Contractor

(*)IFB OCIO 09-120431

(*)Contractor’s Final response to IFB 09-120431

Items shown with an Asterisk (*) are hereby incorporated by reference and made part of this agreement as if attached
hereto. (OCIO Info only SR# 09-120431)

IN WITNESS WHEREOF, this Agreement has been executed by the parties hereto.

California
CONTRACTOR Department of General Services
Use Only

CONTRACTOR'S NAME (If other than an individual, state whether a corporation, partnership, etc.)
Computer Sciences Corporation (CSC)

BY (Authorized Signature) DATE SIGNED

PRINTED NAME AND TITLE OF PERSON SIGNING
MARK E. ANDERSON, Director of Contracts

ADDRESS
15245 Shady Grove Road, Rockville, Maryland 20850

STATE OF CALIFORNIA

AGENCY NAME
Office of the State Chief Information Officer

P |

PRINTED NAME AND TITLE OF PERSON SIGNING
ADRIAN FARLEY, Chief Technology Officer ] Exempt Per

ADDRESS
P.O. Box 1810 Rancho Cordova, CA 95670
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ATTACHMENT 1

GENERAL PROVISIONS- INFORMATION TECHNOLOGY

The following provisions may be downloaded at the indicated web page:

General Provisions - Information Technology (GSPD-401IT) — 04/12/07
http://www.documents.dgs.ca.gov/pd/modellang/GPIT0407.pdf
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ATTACHMENT 2

STATEMENT OF WORK (SOW)
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ATTACHMENT 2

STATEMENT OF WORK

A. PURPOSE AND OBJECTIVE

The purpose of this Statement of Work (“SOW?”) is to describe the tasks, services, and
responsibilities of the Contractor and the State for the California Email Services
(“CES”) contract for both Category A and B and to provide budget detail and payment
provisions.

The objective of the CES contract is obtain a vendor managed and hosted scalable
email service to support the State’s email environment, meet specified availability
requirements, and the specified functional requirements. The primary Services for
Category A&B are:

a. Email, calendar and scheduling (free/busy), and contacts
b. Legal archive and e-discovery, collaboration tools, instant messaging,
presence, and web conferencing.

Based on the solution proposed by the Contractor, one environment will be established
for the State for Category A & B (“State Environment”). The State Environment will be
a dedicated environment for the State of California. Any instances of sharing into the
State Environment for non-federal public sector entities (“Other Entities” or “Other
Entity”) other than the State of California Executive Branch shall be at the sole
discretion of the OCIO under the terms and conditions contained in this Agreement.

In the event of any conflict among such documents, such conflicts shall be resolved in
accordance with the Order of Precedence as set forth in Section 11 of the GSPD-401IT
General Provisions.

B. AGREEMENT DESCRIPTION

Computer Science Corporation (“CSC”) hereinafter referred to as “the Contractor”
agrees to provide the Office of the State Chief Information Officer (“State”), hereinafter
referred to as the “State,” or “Licensee” an email solution. The Contractor and the
State each will be considered a “Party” to this Agreement and together will be “Parties.”

Contractor acknowledges that the State of California, Governor’s Reorganization Plan
(“GRP”), effective May 10, 2009, consolidated statewide information technology (“IT”)
functions under the State. This reorganization places the Office of the State Chief
Information Officer (“OCIO”) under the direction of the State. This reorganization also
realized a name change for the OCIO, now known as the Office of Technology
Services (“OTECH"). All Contractor contract renewals or amendments previously
executed under the OCIO shall be changed to the State.

e e S S —————
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1. Term and Option to Extend: The term of this Agreement shall be for three (3)
years, with two (2) optional one (1) year extensions (the “Term”); however, there is
no commitment to issue an Agreement for any part of the optional year extensions,
if the State determines that it is not feasible to do so. Should the State exercise its
option years, it will extend the current Term of the Agreement under the same terms
and conditions.

The State shall, upon at least ninety (90) calendar days written notice to Contractor
prior to the expiration of the term of this Contract, be entitled to purchase up to two
(2) additional one-year periods of Email Services at the rates identified in the IFB
09-120431 Summary Cost Worksheet (Attachment 4 - Costs).

During the initial Term of the Agreement, after the State reaches 25,000 mailboxes
within 12 months from Service Ready, the State agrees to a make best efforts to
maintain a minimum of 25,000 users within the Environment for the reminder of the
Term. In the event that the State’s total user threshold drops below 10,000 users,
the Parties will operate in good faith and use best efforts to find an equitable
solution to the reduction. In the event that no solution can be reasonably achieved
between the Parties, this Agreement shall terminate per GSPD-401IT Provision 22
(Termination for Convenience).

2. Subscription Type: Monthly Subscription Service
3. Location / Licensee Site (as applicable):

Office of the State Chief Information Officer
Gold Camp Campus
Rancho Cordova, CA 95741

Office of the State Chief Information Officer
Vacaville Campus
Vacaville, CA 95688

The “Licensee Site” shall mean the State, Office of Technology Services site
identified in this Agreement, which Licensee represents, is operated or controlled by
Licensee.

Licensee may change the Licensee Site to another location located within the State
of California without incurring additional charges or as mutually agreed to in writing
by the Parties within the United States. Relocation outside of California may result
in additional costs.

4. Installed On: All software is installed on Team CSC site(s).

10/07/2010 Page 7
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5. Definitions

a. “Agreement” means this Agreement between the State and CSC including
all associated documents included as part of this Agreement or incorporated
by reference to this Agreement at the present time and as maybe amended
or addended from time-to-time during the Term between the Parties.

b. “Authorized Users” means the OCIO and any California State Agency or
public sector entity operating under the OCIO.

c. “BPOS Services” or “BPOS Solutions” means those dedicated Microsoft
Business Productivity Online Services purchased by the State under this
Agreement for access by Authorized Users.

d. “CSC’s Bid” means CSC's final IFB Response to IFB OCIO 09-120431
which is comprised of three volumes: Volume | — Response to
Requirements, Volume Il — Cost, and Volume Il — Supporting
Documentation. Collectively all three volumes are incorporated as part of
this Agreement.

e. “Customer Data” means, for each Customer, all data, including all text,
sound, or image files that are (i) provided by or on behalf of Customer to
Team CSC to access or use the BPOS Solution purchased by such
Customer, or (ii) data otherwise processed or accessed by Team CSC to
perform the BPOS Solution purchased by such Customer.

f. “Customer Property” means, for each Customer, all Customer information,
code and materials provided by or on behalf of Customer to Team CSC in
connection with the provision of BPOS Solutions under this Agreement, but
excluding Customer Data.

g. “Customer Requirements” means the elements of Attachment D-H of this
Agreement.

h. “Customer” means OCIO, an entity of the State of California with which
Contractor executes this Agreement and the State of California agencies and
departments that OCIO acts in behalf of under this Agreement.

i. “Deemed Service Acceptance” means in relation to a particular Service the
date [4 weeks and 5 days] after State’s receipt of the Service Ready Notice
where either Service Acceptance or Service Failure does not occur prior to
that date.

j. “Licensee” means, individually and collectively, the OCIO, and the California

State agencies and department which subscribe to Services under this

_— e e e
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Agreement.

k. “Microsoft’ means the Microsoft Corporation with its headquarters located at
1 Microsoft Way, Redmond, Washington 98052.

l. “MMSSPP” means Microsoft Managed Solutions Service Provisioning
Provider.

m. “On-boarding Process” means the overall process of bring new State
agencies onto the Services.

n. “Preliminary Services” and “Pre-Migration Services” mean the preparatory
services provided by Team CSC that are to perform to prepare the State or a
given State agency or department in advance of the State’ use of the
Services. Preliminary Services and Pre-Migration Services may vary by
agency or department.

0. “Service Acceptance’ means each date on which Team CSC receives
written notification from the State that the relevant Services have passed
the relevant Service Acceptance Tests.

p. “Service Acceptance Tests” mean the tests to be run in relation to a
particular Service as detailed in Exhibit D-G.

g. “Service Billing Date” means the earlier of Service Acceptance or Deemed
Service Acceptance.

r. “Service Description” means the written descriptions of the BPOS Services
published by Microsoft at the following URL.:
http://go.microsoft.com/fwlink/?Linkld=140276. The BPOS Service version
will be updated from time to time in accordance with Service Releases.

s. “Service Failure” means the date on which Team CSC receives written
notification from the State that the relevant Services have failed the Service
Acceptance Tests as run by the State.

t. “Service Ready Notice” means the written notification to be issued by Team
CSC to the State when a particular BPOS Service will pass the Service
Acceptance Tests in reasonable opinion of Team CSC.

u. “Services” means collective the entire range of services to be provided by
Team CSC under this Agreement that include but are not limited to the
BPOS Services.

v. “Software Assurance” means an annuity offering, sold pursuant to Microsoft
Select, Enterprise, and Open License Agreements (collectively, “Microsoft

e e ——— e
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Volume License Agreements”), that may be purchased with (and renewed
for) certain product licenses (for example the Microsoft Exchange Client
Access License). Software Assurance, during the applicable period of
coverage for which it is purchased, provides new version rights for the
applicable product license, along with other benefits for the applicable
products as described in the applicable Product List incorporated by
reference into the Microsoft Volume License Agreements.

w. “Subcontractor” means any third party supplier or other provider of
computer technology or related services that is contractually bound by the
Contractor to deliver services to the State under this Agreement including
The Microsoft Corporation.

X. "Team CSC" means CSC and its Subcontractors including The Microsoft
Corporation.

y. “Work Authorization” means the documentation contained in Exhibit D-A,
and will be the official mechanism for placing orders against this contract and
will trigger the start of the On-boarding Process.

C. RESPONSIBILITIES AND DELIVERABLES

1. State’s Responsibilities

The State will provide the Contractor with:

a. The State shall be responsible for selecting how departments will connect to
Team CSC datacenters as outlined in the then current Network Services
Description, Customer Connection Options and Scenarios. The State shall
also be responsible to provide all necessary network equipment required for
connection as outlined in the Network Services Description document.

b. State is to meet Customer Requirements as contained in Exhibit D-H.

c. Primary Technical Contact (“State Primary Technical Contact”)

The State will appoint a contact person from the State to interface with the
CSC Primary Technical Contact and other members of Team CSC to provide
consultation as necessary to assist in performance under this SOW and
Agreement.

d. Primary Contract Administration Contact (“State CA”)

The State will appoint a contract administrator to interface with Contractor CA
related to contractual issues of this Agreement and subsequent amendments
to this Agreement. The State CA shall be responsible for reviewing and
obtaining approval of the respective notices, reports, invoices, and other
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documents or information as required by this Agreement. Said individual shall
also be responsible for the negotiation of matters under the Agreement and
binding the State under this Agreement.

2. Contractor’s Responsibilities/Deliverables

a. All administrative, functional and technical requirements identified in IFB OCIO
09-120431 and the Contractor’s bid response to IFB OCIO 09-120431, Section
V and VI, are hereby incorporated and made part of this SOW.

b. Primary Technical Contact (“CSC Primary Technical Contact’)

Contractor shall appoint a primary technical contact to interface with the State
Primary Technical Contact related to technical performance matters of this
SOW.

c. Primary Contract Administration Contact (“Contractor CA”)

Contractor will appoint a contract administrator to interface with State CA
related to contractual issues of this Agreement and subsequent amendments to
this Agreement. Said administrator shall be responsible for submitting all of the
respective notices, reports, invoices, and other documents or information as
required by this Agreement. Said individual shall also be responsible for the
negotiation of matters under the Agreement and binding Contractor under this
Agreement.

3. Meetings

Quarterly/Bi-Annual Meetings:

State and CSC shall each appoint an individual (“Meeting Leaders”) to work
collaboratively in the coordination of a meeting between the Parties that shall
take place (a) no less than quarterly during the migration period of this
Agreement and (b) no less than bi-annually during the post migration period.
Meeting Leaders responsibilities shall include, but not be limited to, the
following:

1. Establishment of a date, time and location for meetings
2. Establishment of a mutual meeting agenda and attendee list

3. Determination of roles and responsibilities for the meeting including invite
dissemination, minute taking, distribution of minutes, resolution of meeting
tasks and deliverables, meeting resources, and other functions related to the
quarterly meeting.

e e
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Monthly Meetings:

In addition to Quarterly Meetings in Section C.3, Meeting Leaders shall also be
responsible for the coordination of a monthly teleconference call that will focus
on monthly reporting of progress and issues related to performance under this
Agreement and SOW. Meeting Leaders responsibilities shall include, but not be
limited to, the following:

1. Establishment of a date, time and call bridge for the teleconference

2. Establishment of a mutual meeting agenda and attendee list

3. Determination of roles and responsibilities for the teleconference including
invite dissemination, minute taking, distribution of minutes, resolution of
meeting tasks and deliverables, meeting resources, and other functions
related to the quarterly meeting.

4. Provide regular monthly status reports on activities, plans, incidents, and
issues related to this Agreement and SOW.

5. Maintain and report on Service Level Agreement compliance.

Perform invoice management and reporting.

7. Facilitate change management discussions and status reporting including
Active Directory and other LDAP issues.

o

4. Notices and Contacts

All notices (“Notices”) required by or relating to this Agreement shall be in writing
and shall be sent to the Parties of this Agreement at the addresses as set forth
below unless changed from time-to-time, in which event, each Party shall notify the
other in writing. All Notices required under or regarding this Agreement will be in
writing and will be considered given if (a) mailed via registered or certified mail
(return receipt requested and postage prepaid), (b) given by facsimile (confirmed by
certification of receipt) or (c) sent by courier (confirmed by receipt) addressed to the
designated Parties to the following addresses:

Primary Technical Project Manager

State Agency Contractor
Office of the State Chief Information Computer Science Corporation
Officer, Office of Technology Services
Name: Monica Hopelian Name: Norma J Ory
Phone: (916) 739-7522 or (916) 417-7667 | Phone: (916) 402-1452
Email: Monica.Hopelian@state.ca.gov | Email: nory@csc.com

Secondary Technical Project Manager

10/07/2010 Page 12
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State Agency Contractor
Office of the State Chief Information Computer Science Corporation
Officer, Office of Technology Services
Name: Keith Mitsuyasu Name: Robert B. Hupp, Jr.
Phone: (916) 464-1056 Phone: (310) 615.1462
Email: Keith.Mitsuyasu@state.ca.gov | Email: rhuppjr@csc.com

Primary Contract Administrator Contact

State Agency Contractor
Office of the State Chief Information Computer Science Corporation
Officer, Office of Technology Services
Name: Tiffany Angulo Name: Michael Schneider
Phone: (916) 454-7299 Phone: (301) 921-3463
Email: Tiffany.Angulo@state.ca.gov Email: mschneider20@csc.com

Primary Point of Contacts and Addresses for Notices:

If to CSC: Computer Sciences Corporation
State and Local Enterprise Solutions
Attn: Michael B. Schneider
Senior Manager, Contracts and Subcontracts
15245 Shady Grove Road, Rockville, Maryland 20850

If to the State: Office of the Chief Information Officer
P.O. Box 1810
Rancho Cordova, CA 95741-1810

Parties agree that in the event of changes to named personnel above, the
respective party that has the personnel change shall notify the other party in writing
(“Personnel Notices”) within ten (10) business days of the change in personnel
including all the necessary contact information for the replacement employee. All
notices shall include a copy to the DGS Procurement Division, Technology
Acquisitions Branch (DGS/PD/TAB) for informational purposes. All such Personnel
Notices shall be incorporated into this Agreement.

e e e ey
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D. AMENDMENTS

Consistent with the terms and conditions of the original solicitation and subsequent
addendums to the original solicitation, and upon mutual consent, the State and the
Contractor may execute amendments to this Agreement. No amendment or variation
of the terms of this Agreement shall be valid unless (a) made in writing, and agreed
upon by both OCIO and Contractor and (b) approved by the State Department of
General Services (“DGS") (collectively “The Approval Chain”).

No verbal understanding or agreement not incorporated into the Agreement is binding
on any of the Parties. The State, in its sole discretion, reserves the right to amend the
Agreement to extend the Term with the Contractor’s rates as specified in the
Agreement.

1. Availability of Refreshed Technology and Additional Service ltems

Team CSC shall evolve, supplement and enhance the Services in the normal
course of business during the Term, both to keep pace with and utilize
technological advancements and improvements in the method of delivering
emalil related services (and the pricing thereof), and to keep pace with changes
and additions to the services and products offered by Contractor (and the pricing
thereof).

Contractor also acknowledges that the email environment is critical to the
State’s business success, that the State’s needs and requirements with regard
to the email environment may evolve and change over time, and that the need
for enhanced or modified functionality may arise from time-to-time. Therefore,
from time-to-time during the Term, but not less frequently than once each year
of this Agreement, Team CSC shall meet and confer with the State, and either
Party may suggest any reasonable and appropriate changes or additional
Service items needed or that might be considered to keep pace with and take
advantage of the latest and most useful technological advancements and
improvements in performance of the Services under this Agreement
(collectively, “New Service Enhancements”).

Contractor understands that OCIO is fully responsible for the approval and
agrees, absent written mutual amendment of this Agreement, New Service
Enhancements cannot be added to this Agreement at the request of any State
or non-State Agency. New Service Enhancement can only be enacted when the
requirements of The Approval Chain are met above.

Notwithstanding anything to the contrary in this Section D.1, the following
outlines the process and rights related to New Service Enhancements:
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1. Service Releases. Microsoft may update the Online Services during the
Term, subject to the provisions contained in this Section D.

2. Microsoft Services Roadmap. Every six months during the Term, as
available, Team CSC will provide the State during Quarterly Meetings
with the then current Microsoft road map (“Services Roadmap”) that
describes each new release (“New Service Release”) planned for
general commercial release during the subsequent twelve (12) month
period.

Microsoft reserves the right to make changes to any New Service
Release, including any New Feature (as defined in this Section D or
Retired Feature (as defined in this Section D) included in a New Service
Release, prior to its general commercial release. If, subsequent to the
date communicated in the Services Roadmap, Microsoft changes the
Services Roadmap in a manner that materially affects or delays a New
Service Release or any New Feature or Retired Feature, Team CSC will
use reasonable efforts to communicate to the State any such changes in
the Services Roadmap as soon as possible but in no event later than the
delivery of the next scheduled Services Roadmap.

New Service Releases shall be designated as a major New Service
Release (“Major Release”) or a minor New Service Release (“Minor
Release”). A Major Release includes an incompatible network protocol or
significant change to end-user or administrator experience not offered as
an optional feature. Major Releases will be no more frequent than every
twelve (12) months for a given Online Service. Minor Releases include
new opt-in features and do not pose the impact of Major Releases.

3. Addition of New Service Releases to the Services.

During the Term, as available, and subject to Microsoft’s right to offer a
New Feature, as described in this Section D, Microsoft will make each
New Service Release of a given Service available through the Contractor
at no additional charge to State provided that State has obtained all
required Microsoft software licenses. Additional licenses and product use
rights may apply.

Team CSC and the State will cooperate using the Change Management
Process (contained in Exhibit D-F) to transition from State’s then-current
service release to the New Service Release (which as of the date of
deployment will become an “Online Service” for all purposes under this
Section D). State will agree that at all times during the Term, State will
transition to a Major Release of each Service (or subsequent Minor
Release) within twelve (12) months of such Major Release. The State is

_—_—_————eeeeee———————eeee s —,—— ,Y_YNYNe—_ Y _— Y e, s s ——  —_——™— — —
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not required to transition to Minor Releases. In any event, once Microsoft
issues a Major Release, Microsoft will only support the previous Major
Release for twelve (12) months (from the date Microsoft first released the
new Major Release. The State reserves the right to determine when
during this 12 month period it shall migrate to the new release.

4. Addition of New Features.

New features or functionality included in any New Service Release for
BPOS Services for which Customer is licensed will be provided at no
additional charge to Customer through the Contractor, as described in
this Section D. Team CSC reserves the right, however, to offer a
significant new feature or functionality, or a significant improvement to a
service (or portion thereof) (“New Feature”) as a separate, optional
offering that Customer may purchase for an additional fee through the
Contractor. Notwithstanding the foregoing, if Team CSC makes a New
Feature a compulsory element of one or more of the BPOS Services
licensed by the State (i.e., Microsoft does not offer the New Feature as a
separate orderable offering), then Team CSC will not charge an
additional fee to Customer for such New Feature through the Contractor.
In any event, is not obligated to provide any Customer with a previous
version of any BPOS Service twelve (12) months after Major Release.

5. Retirement of Features.

Microsoft reserves the right when issuing a New Service Release for a
given Service to remove any existing feature or functionality from that
service (“Retired Feature”).

6. Objections to New Features or Retired Features.

If the State objects to a planned New Feature or Retired Feature within
thirty (30) days of the date it is first identified as such in the Services
Roadmap, then Team CSC will discuss the objections with the State and
consider them in good faith. Microsoft reserves the right to create and
offer any New Feature, or to remove a Retired Feature, in order to
address customer demand, remain competitive, or advance innovation in
its Services offerings.

7. Changes to Services. Microsoft reserves the right to make changes to
the Online Services that are (a) necessary or appropriate to the continued
orderly function of the Online Services including, without limitation,
implementing bug-fixes, patches, or software updates, (b) reasonably
required in order to comply with applicable law or regulation, or (c) as set
forth herein. If Team CSC or the State seeks to make other changes in
the Online Services or in the Online Service operations, the State will

e e ey
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issue a Notice with the request to CSC and the Parties will follow the
Change Management Process to address such requested changes.

8. Microsoft Client Software Licenses. During the Term, the State will
obtain and maintain Software Assurance on specified client access
licenses (“CALs") for all User Subscription Licenses for Software
Assurance (“USL for SA”) purchases and any other Microsoft client
software required to use the Online Services (as described in the Service
Descriptions).

E. UNANTICIPATED TASKS

In the event that additional work must be performed which both Parties agree
was unanticipated and is necessary to the successful completion of the project
(“Unanticipated Task”), and is within the scope of the Agreement, the
procedures outlined in this section shall be employed.

In the event of an Unanticipated Task, the Contractor will present the State with
a Change Control Proposal via the Change Control Process outlined in Section
F of this Agreement. For each item of an Unanticipated Task, a Work
Authorization (Exhibit D-A) will be completed and will be incorporated as a part
of this Agreement.

CSC will provide the State with a quotation at the rates contained herein. All
hourly rates under this Agreement will be at five percent (5%) off of any CSC
published rate schedules to the State of California.

OCIO will submit copies of approved Work Authorizations to DGS/PD/TAB for
informational purposes.

F. CHANGE CONTROL

1. Change Control Process

With the exception of WA Transactions in Section F.3, the Parties may mutually
agree to change, amend or addend any portion of this Agreement and any other
provisions of this Agreement. All such changes shall be accomplished only as
provided in this Section F.

For any change requested to this Agreement, in writing, by the State that is
within the permissible scope of a change (“Change Notice”) or that is proposed
by Team CSC to the State and that the Parties mutually agree is necessary for
change, Panties will use the follow the following process for change control
(“Change Control Process”).

Within ten (10) days of a Change Notice, Team CSC shall prepare a written

I e ————
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proposal (“Change Notice Proposal’) that will contain the following
components (“Change Notice Impact Criteria”), as applicable to the Change
Notice: (a) specific operational and/or technical details regarding any additional
software or hardware at will be required to implement the requested change; (b)
a statement of the impact to current project state/environment; (c) a price for
implementation of the change; (d) a statement of the impact on the current
project schedule, if any; (e) proposed staffing and anticipated number of hours
for each staff member to complete the change requested; and (f) any other
information reasonably requested by the State or that Team CSC deems
appropriate for the Change Notice Proposal.

The Change Notice Proposal shall be valid for sixty (60) days from submission
to the State unless another timeframe is mutually agreed upon between the
Parties and noted in the Change Notice Proposal. Parties shall negotiate in
good faith in accordance with the Change Notice Impact Criteria and the
provisions of this Agreement.

In the event that agreement is reached on the Change Notice Proposal, an
Amendment to this Agreement or a Work Authorization (Exhibit D-A), whichever
is more applicable to the Change Notice, with the requested changes and the
agreed-upon terms thereof, shall be prepared and executed by the Parties as
part of the Change Control Process. Change to any portion of the Agreement
shall only be made by a written agreement executed by duly authorized
representatives of both the State and Contractor.

Notwithstanding anything to the contrary, any changes specifically related to the
Microsoft BPOS Services shall be governed by the Change Management
Process outlined in Exhibit D-F and will be incorporate, as appropriate and
applicable, into the overall Change Control Process contained in this Section F.

2. Access to Facilities/Facilities Access Policies.

Due to the nature of the Preliminary Services and the BPOS Services, the State
acknowledges that Team CSC employees (“Team CSC Personnel”) will work
closely with the State to implement and perform the Preliminary Services and
BPOS Services, including by working on the premises of participating State
agencies and departments (“State Locations”).

a) OCIO will ensure that Team CSC Personnel have access to State
Locations as reasonably necessary for Team CSC to provide the
Preliminary Services and BPOS Services for which Team CSC are
responsible.

b) Team CSC Personnel will coordinate with the State as necessary to
obtain access to State Locations to provide Preliminary Services, to
perform the BPOS Services, or to perform other obligations as contained
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herein.

If, as part of a State agency or department’s standard policies and
procedures regarding contractors working onsite, require Team CSC
Personnel to execute certain documents prior to gaining access to State
Locations (“Standard Access Agreements”), OCIO will use reasonable
endeavors to (a) provide a copy of or (b) a URL link to such Standard
Access Agreements to Team CSC in advance of any Team CSC
Personnel going to State Locations.

c) With each Work Authorization Form, the OCIO will endeavor to provide (i)
a copy of or an Internet link to the then current and relevant Standard
Access Agreements of that State agency or department as require be
executed prior to Team CSC Personnel to perform work on a given State
Locations or (ii) copies or references to Standard Access Agreements
already executed by Team CSC that apply, if any, with a statement that
those are still applicable to Team CSC Personnel.

2. Work Authorizations

All transactions executed against this Agreement will be authorized by the
submission of a Work Authorization and associated document (Exhibit D-A) to
ensure that a controlled process is sufficiently defined, organized, planned, and
budgeted before any work scope is authorized and started. For the purposes of
clarity, transactions shall mean the addition or reduction of services as
contemplated within the Agreement via a Work Authorization (“WA
Transactions”).

If during the Term of this Agreement, the Parties determine that it necessary for
additional changes to be made to the format of the Work Authorization Form, the
Parties will agree in writing to the necessary changes to the Work Authorization
Form and the new version will be incorporated as part of this Agreement.

a. WA Transactions — Additions in Services

At any point during the Term of this Agreement, any additions of
Services as contemplated herein shall be submitted on a Work
Authorization from the OCIO to the Contractor.

b. WA Transactions — Reductions in Services

At any point during the Term of this Agreement, the State may reduce
the level of Services as contemplated herein. Any reduction of
Services shall be submitted on a Work Authorization from the OCIO to
the Contractor. Any reductions in Services, in whole or in part, shall be
provided to CSC with no less than ninety (90) days prior notice of
desired end date to ensure adequate time for winding down of the
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reduced Services.

Unless a one-time cost, all Services provided herein are monthly. In
the event of a reduction in Service, all Services will end at the end of
the desired month of reduction of Service as noted in the Work
Authorization. There will be no proration of Services.

Upon notification of a reduction of Services, in whole or in part, the
Parties shall begin the process of transition service (“Transition
Readiness”) as contained in the Exhibit D-D (“Transition Readiness
Description”). The Transition Readiness Description outlines the
general expectations of the Parties with respect to Transition
Readiness and winding down of Services.

¢. Other Entities

In the event of the State allowing Other Entities to participate in this
Agreement and gain access to the State Environment. OCIO will
provide CSC with Notice of the addition of Other Entity’s participation.
Depending on whom the Other Entity is, CSC may need to negotiate a
separate agreement with the Other Entity prior to approval of the Work
Authorization.

d. Acceptance and Rejection of WA Transactions

WA Transactions shall be deemed valid, only if provided by the OCIO
to the Contractor on a valid Work Authorization. The Contractor shall
accept the OCIO’s notification of a request for change to the Services
by receipt of a Work Authorization. It is incumbent of the OCIO prior to
the submission of a Work Authorization to ensure that proper and
adequate funding is secured for that respective Work Authorization for
the Contractor. Upon OCIO submission and Contractor acceptance of
WA Transactions, the OCIO shall be liable for invoices for WA
Transactions upon invoice verification by the OCIO.

In the event that a certain Standard Access Agreement contains
provisions that are not reasonably acceptable to Team CSC, Parties
agree in good faith to work towards finding a reasonable solution to the
provision(s) in question so that Team CSC can perform obligations
hereunder. If after good faith efforts, no resolution can be reached
between the Parties, then CSC maintains the right to reject the Work
Authorization.
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G. ENVIRONMENT STAND UP

The Parties agree that successful implementation of Services under this Agreement
will require thoughtful and standardized processes that can be applied State agency—
by-agency to assure that the State and Team CSC are optimizing efforts during the
On-boarding Process to the Services.

The following processes shall represent the standardized processes for specific stages
of the On-boarding Process to the Services. Variations of any of the processes below
shall be handled by the State and Team CSC on a case-by-case basis and only be
deemed valid if approved in writing by both parties prior to the implementation of the
variation.

1.

Pre-Migration Services (“Pre-Migration Services”)

As part of the migration process, Parties agree that all State agencies and
departments that are participating under this Agreement will be mandatorily
required to utilize Pre-Migration Services as contained herein. Exceptions to
the requirements of this Section G, any variances shall be addressed on a case-
by-case basis by the OCIO and CSC and only deemed valid if approved in
writing by both parties.

Set Up and Migration ("SUM")

To assure that the State and Contractor are optimizing efforts for set up and
migration of the Services, the Parties agree that the SUM process in Exhibit D-E
shall be the standardized process for SUM. Variations of this SUM process
shall be handled by the State and CSC on a case-by-case basis and only be
deemed valid if approved in writing by both parties.

Acceptance of BPOS Software License Terms

The State will be required to accept that the License Terms for BPOS and other
Services contemplated under this Agreement ("BPOS License"), as appropriate
and applicable, prior to use of Service. As commercially and technically
necessary during the Term of this Agreement, Team CSC reserves the right to
update the BPOS License.

10/07/2010
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H. MAINTENANCE AND OPERATIONS
The maintenance services provided under this Agreement shall be as follows:
1. Technical Support Services

Team CSC under this Agreement is committed to helping the State and its
agencies/departments that utilize this Agreement to quickly and efficiently
resolve service-related issues that end-users may encounter when using the
Services. Section 016 entitled Support and Service Management Service
Description of Volume Il of CSC's Bid contains all support and service related
items relevant to this Agreement and is incorporated as part of this Agreement

2. Service Level Agreements (“SLA’s”)

The following SLA’s are issued under, subject to, and governed by, the terms of
this Agreement are contained in CSC’s Bid. All SLA's applicable under this
Agreement are contained in Volume Il of the CSC’s Bid under the following
sections, which are incorporated as part of this Agreement:

Volume Il - Section 018 - Exchange Online SLA Dedicated

Volume Ill - Section 019 - SharePoint Online SLA Dedicated

Volume Il - Section 021 - Office Communications Online SLA Dedicated
Volume Il - Section 022 - Office Live Meeting SLA

The application of service credits is the sole and exclusive remedy to the State.
3. Issue and Problem Management

Support areas not addressed under Section G.1 or G.2 of this Agreement shall
be directed in writing as a Notice to (a) the CSC Primary Technical Contact, if of
a technical nature including technical performance of the Services or (b) to the
Contractor CA, if related to contractual performance matter under this
Agreement. Upon receipt of Notice by the State under this Section G.3, CSC
and the State will enter into good faith discussions to remediate issues identified
in the Notice under the terms contained herein.

4. Transition Readiness ("Transition Readiness Services")

Upon reduction of Services by the State, in whole or part, and via a Work
Authorization under Section E.2, Team CSC will provide Transition Readiness
Services to the State, provided that (a) the State issues a written request for
Transition Readiness to Team CSC with the reduction of Services of the Work
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Authorization at the time of such reduction of Services and (b) the State is
current on all payments under this Agreement related to the Services herein or
the Parties are acting in good faith to resolve outstanding payments or as
otherwise mutually agreed to in writing between the Parties.

If the State terminates Services under this Agreement and in accordance with
GSPD-401IT for (a) Convenience, or (b) the Services are terminated by Team
CSC for State misuse of Services or (c) for default or insolvency by the State,
then additional fees may apply for such Transition Readiness Services for the
transition period (“Transition Period”). The Transition Readiness Services to
be provided under this Agreement will be for a Transition Period of no more than
six (6) months, or as determined by the Parties in writing.

Notwithstanding anything to the contrary, Transition Readiness Services will be
handled as a project with a corresponding Work Authorization. The Parties will
develop a Work Authorization specific transition assistance plan, including roles
and responsibilities, key milestones and the schedule for transition, to be agreed
upon by Team CSC and the State. Transition Readiness Services are further
explained in Exhibit D-D which establishes the general roles, responsibilities and
expectations of the Parties.

. INVOICING

Invoices shall reference the Agreement Number 09-120431, and provide a breakdown
and explanation of all charges,

1. Invoice Sample (“Detailed Invoice”). The Detailed Invoice below represents a
sample invoice that CSC will submit to the State for billing purposes. If during
the Term of this Agreement the Parties require additional changes to the format
of the Detailed Invoice, the Parties will agree in writing to the necessary
changes to the Detailed Invoice.
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Sample Invoice

Inveice Number: Account:

Date:

To: State of Caltfornia Office of the Chief Information Officer Remit To: Computer Sciences Corporation
Atin: Fiscal Services Section Wachovia Bank
P.O. Box 1810 CSC-Civil
Rancho Cordova, CA 957411810 P O Box 8500-5-2476

Philadclphia. PA 19178-8870
Agreement number IFB OCIO 09-120431

VAT Number 95-2043126 Due Date:
Terms: Net 30 Customer PO:
Project No.: Invoice Total:
Project Name: Bill Number:
Project Period of Performance: Contract Value:
Bilting Period: % of Total Billed:
Current Cumulative
Description of Services Amount Amount
EMAIL $XX.00 $XX.00
(see attached detail)
Total 50.00 50.00

This is to certify that the services set forth herein were performed during the period stated.

Billing Manager Date
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2. Invoices shall be submitted not more frequently than monthly in arrears to:

Office of the State Chief Information Officer
Administration Division — Accounting Office
P. O.Box 1810

Rancho Cordova, CA 95741-1810

3. Payments to Contractor for valid invoices are due in thirty (30) days from receipt
of the invoice.

J. BUDGET DETAIL AND PAYMENT PROVISIONS

Payment will be made monthly in arrears upon receipt of a correct invoice.

1. For Services rendered that have met Service Acceptance, and upon receipt and
approval of a valid invoice, the State agrees to compensate the Contractor for
actual expenditures incurred in accordance with the rates specified in the CSC'’s
Bid. The State Invoice Validation Analyst will review invoices and authorize
payment. Payment will be authorized upon satisfactory completion of Service
Acceptance.

2. In the event the State finds a discrepancy, the State Primary Technical Contact
shall, within five (5) working days send a Notice regarding the discrepancy to the
CSC Primary Technical Contact with a duplicate to be sent to the Contractor
CA. The Parties shall work to remediate the discrepancy and implement a
mutually acceptable resolution.

3. For the initial order or some subset thereof that is agreed to by the State, and
considered to be the pilot implementation, payment will be withheld until that
implementation is successfully complete as agreed to by the State and
Contractor under Service Acceptance.

4. The State may terminate this Agreement at any time for convenience, by giving
written notice to the Contractor at least thirty (30) calendar days prior to the date
when such termination shall become effective.

5. Travel and per diem are not applicable to this Agreement.
6. Budget Contingency Clause

This Agreement is valid and enforceable only if: (a) sufficient funds are made
available by the State Budget Act of the appropriate State Fiscal Year(s)
covered by this Agreement for the purposes of this program; and/or (b) sufficient
funds are made available to the State by the United States Government for the
Fiscal Year(s) covered by this Agreement for the purposes of this program.

The OCIO agrees and will certify that no Work Authorizations shall be submitted
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to CSC unless OCIO has confirmed that appropriation of funding for each Work
Authorization. If funding has not been appropriated, CSC retains the right to
reject the Work Authorization.

If funding for any fiscal year is reduced or deleted by the Budget Act for
purposes of this program, the State shall have the option to either cancel this
Agreement with no liability occurring to the State other than as contained herein,
or offer an Agreement amendment to Contractor to reflect the reduced amount.
Notwithstanding anything to the contrary, any outstanding invoices due to
Contractor for (a) work already conducted for accepted Work Authorizations or
(b) for work in progress under accepted Work Authorizations and unpaid, shall
still be due to Contractor.

K. OTHER BENEFITS, LIABILITIES, AND DISCOUNTS

All other benefits, liabilities and discounts, identified in Contractor’s Final Response
to IFB OCIO 09-120431 are hereby incorporated and made part of this SOW.

1) The monthly rate for BPOS-D Exchange for those users appropriately licensed
with an Exchange Standard Client Access License and active Software
Assurance are identified in Appendix B (Summary Cost Worksheet). This price
is only valid while the Exchange Standard User Client Access License is
enrolled in Software Assurance. Verification of active Software Assurance will
be required as part of the Work Authorization documentation.

Products that will be considered to enable the discounted price include:

¢ Exchange Standard User CAL w/Software Assurance
e Core User CAL w/Software Assurance
e Enterprise User CAL w/Software Assurance

2) Notwithstanding anything to the contrary of the State of California General
Provisions — Information Technology (“GSPD-401IT”) effective on 4/12/2007 and
for the purposes of clarity related to Limitations of Liability within the GSPD-
401IT, Parties agree that each Work Authorization submitted under this
Agreement shall be considered the same as a Purchase Order as defined in
Section 26 of the GSPD-401IT and the Purchase Price as defined in Section 26
of the GSPD-401IT shall be equal to the individual value of the Work
Authorization for the purposes of Limitations of Liability related to this
Agreement.
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3) Compliance with Laws

a) CSC may modify or, if necessary, terminate the availability of all of part of
the BPOS Solution(s) or Services herein, in any jurisdiction if there is any
current or future government law, regulation, requirement, decision, order, or
other ruling (hereinafter “Government Requirement”) that (1) causes
Microsoft to be regulated as a telecommunications provider, (2) subjects
Microsoft to any regulation or requirement not generally applicable to
businesses operating there, or (3) causes Team CSC to believe its
obligations under this Agreement for Services may be in conflict with such
Government Requirement.

b) Without limiting subsection K.3.a, if any change in a Government
Requirement prevents Team CSC from performing its obligations under this
Agreement on the terms set forth herein, or materially alters the economic
viability of providing the BPOS Solutions or Services for the fees set forth
herein, then the Parties will negotiate in good faith to amend the Agreement,
if and to the extent possible, to address such change.

c) Inthe event of a Government Requirement whereby the Parties cannot
negotiate a change as contained in subsection J.3.b and in accordance with
Section 24 of the GSPD-401IT, State agrees that Force Majeure may be
invoked by CSC if any of the conditions are met above related to a
Government Requirement and that CSC retains the right to terminate its
obligations under this Agreement and is relieved of its obligations as
contained herein.

4) Third Party Software

To the extent that, the State asks Team CSC to use, install, configure, access,
host, distribute to State systems and/or maintain a copy for archival, backup or
operational purposes, any State or third party software not included as part of
the BPOS Services or other Services (“Other Products”), then the State is
responsible for:

a) Securing for Team CSC all rights reasonably necessary for Team CSC to
perform such task(s) (including the right to use and reproduce such Other
Products within Team CSC facilities as needed to perform such tasks),

b) Obtaining the appropriate consents and/or licenses from the State or the
third party to allow Team CSC to perform such tasks with the Other
Products.

CSC must approve the use, installation, configuration, access, hosting,
distribution or maintenance of any Other Products as described in this Section
K.4. Approval will be agreed between CSC and the State prior to submission of
a Work Authorization Form and documented in that form or via the Change
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Management Process. Team CSC is not responsible for the development,
administration and maintenance of Other Products.

5) Ownership in BPOS Services.

The State acknowledges and agrees that Team CSC neither transfers or grants
any right, title or interest in or to the BPOS Services to the State except for
those rights reasonably required to use the Services in a manner set forth in this
Agreement. No additional rights are granted, either expressly or by implication.
The State will not, directly or indirectly, reverse engineer, decompile,
disassemble or otherwise attempt to derive source code or other trade secrets
from Team CSC under this Agreement. Because BPOS is a service and is
defined as a Pre-Existing Material under the GSPD-401IT Section 37.b, the
State agrees that no Work Products are being created under this Agreement
and there is no joint development of intellectual property being contemplated by,
or delivered under this Agreement to the State, and as such no Government
Purpose Rights to BPOS Services maybe exercised.

6) Security/Privacy
a. Security

Team CSC maintains a data security policy applicable to the BPOS
Solutions and/or Services (“Microsoft Online Services Security
Policy”). Team CSC will communicate the Microsoft Online Services
Security Policy to the State on a confidential, need-to-know basis, along
with other information reasonably requested by the State regarding Team
CSC security practices and policies. The State is solely responsible for
determining whether the Microsoft Online Services Security Policy meets
the State’s requirements. FURTHER, THE STATE ACKNOWLEDGES
THAT TEAM CSC CONSIDERS THE MICROSOFT ONLINE SERVICES
SECURITY POLICY TO BE A TRADE SECRET UNDER THE TRADE
SECRETS ACT, 18 U.S.C. 1905, AND EXEMPT FROM DISCLOSURE
UNDER THE FREEDOM OF INFORMATION ACT, 5 U.S.C. 552 OR
OTHER CORRESPONDING STATE DISCLOSURE LAWS. The
Microsoft Online Services Security Policy will not be attached to this
Agreement, but may be referred to in this Agreement.

b. Privacy

(i) General. Team CSC will comply with all data protection and privacy
laws applicable to its provision of the BPOS Solutions to the State. Team
CSC is not responsible for compliance with any data protection or privacy
law applicable to government computing that is not generally applicable
to government computing or IT service providers.
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(i) Transfer of Personal Information. Personal information collected or
otherwise processed by Team CSC in the performance of the BPOS
Solutions or Services under this Agreement may be transferred to, and
stored and processed in, the United States. The primary locations will be
the primary and back-up data centers located in the United States. In
addition, other locations include the location of Team CSC support teams
who provide support to the State support teams in resolving issues
involving the BPOS Solution, Services or locations where back-up or
archiving facilities may be agreed to with the State or where antivirus and
other security scans are performed. To the extent material changes are
made in where or how Team CSC provides the BPOS Solutions or
Services, Team CSC will use the Change Management Process.

(iii) Use of Customer Property/Data. Team CSC may (A) use Customer
Property/Data for the limited purpose of providing the BPOS Solutions
and Services as described in this Agreement, and (B) access or disclose
Customer Data, including personal information: (i) if and as needed to
provide the BPOS Solutions or Services herein; (i) to satisfy legal
requirements, comply with law or respond to lawful requests or legal
process as approved by the State Information Security Office; (iii) to
protect the rights or property of Team CSC or its customers, including the
enforcement of its agreements or policies governing use of the BPOS
Solutions or Services; or (iv) to act on a good faith belief that such access
or disclosure is necessary to protect the personal safety of individuals or
the public.

C. Security Review

(i) Team CSC will, subject to this Section K.5.c, conduct a security
review of the security of the Team CSC systems used to provide the
BPOS Solutions from the data centers (“Data Center Locations”). This
security review of these Team CSC systems: (A) will be performed at
least annually; (B) will be performed according to appropriate industry
security standards as elected by Team CSC in accordance with the SAS
70 Type |l auditing standards, although Team CSC may change audit
report methods in its sole discretion; provided, however, that Team CSC
will continue to maintain an equivalent or enhanced set of controls and a
comparable audit report through the term of the Agreement; (C) may be
performed by third-party security professionals at Team CSC'’s election
and expense; (D) will result in the generation of a security review report
(“Microsoft Security Review Report”), which will be Microsoft
confidential information; and (E) may be performed for other purposes in
addition to satisfying this Section K.5 (e.g., as part of Team CSC's
regular internal security procedures or to satisfy other contractual
obligations).
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(i) The Microsoft Security Review Report will address the control
procedures used by Team CSC to provide the BPOS Solutions from the
Data Center Location(s), including specifically an assessment of whether
(A) the control procedures were suitably designed to provide reasonable
assurance that the stated internal control objectives would be achieved if
the procedures operated as designed, and (B) the control procedures
operated effectively at all times during the reporting period.

(ii) Upon the State’s reasonable, advance written request by the State
Information Security Office only, Team CSC will provide to the State, on
a confidential, need-to-know basis, a redacted version of the Microsoft
Security Review Report so that the State can reasonably verify Team
CSC ’s compliance with its security obligations under this

Agreement. Team CSC may remove any information from the Microsoft
Security Review Report that may compromise the security of Team
CSC's information technology environment or the confidentiality of any
third-party confidential information, provided that such removal does not
prevent the State from understanding the substance of the Microsoft
Security Review Report.

(iv) Team CSC will make good faith efforts, to remediate (A) any errors
identified in the Microsoft Security Review Report that could reasonably
be expected to have an adverse impact on the State’s use of the BPOS
Solutions; and (B) material control deficiencies identified in the Microsoft
Security Review Report.

L. CONFIDENTIALITY/ NON DISCLOSURE ACT

The terms and conditions of this Agreement, and its amendments and addenda, are to
be treated as confidential and proprietary information of both Parties, subject to the
provisions of the California Public Records Act. The Parties agree that they will not
disclose the other’s confidential and proprietary information to third parties except as
provided for in the Confidentiality and Non-Disclosure Agreements attached as SOW
Exhibit D-B(Conflict of Interest and Confidentiality Statement) and SOW Exhibit D-C
(Confidentiality and Non-Disclosure Agreement) or as required by law. The Parties
further agree that each shall use and disclose the confidential and proprietary
information of Team CSC in the same manner as the Parties’ own confidential and
proprietary information, and that they will abide by the provisions on Confidentiality of
Data and Protection of Proprietary Software and Other Proprietary Data as set forth in
the GSPD-401IT.

In the event disclosure is deemed required by law, the State shall give CSC advance
written notice sufficient for CSC to evaluate the proposed disclosure and take any and
all appropriate action to prevent such disclosure, if necessary.

e e e e ey
10/07/2010 Page 30



State of California
Office of the State Chief Information Officer California Email Services
Agreement 09-120431

M. STATEMENT OF ECONOMIC INTERESTS

As applicable, Consultants can be categorized as a public official for purposes of
adherence to Conflict of Interest laws and the filing of a Statement of Economic
Interests (Form 700). As such, upon award and prior to beginning work, and on an
annual basis, the Contractor's staff and/or Subcontractors engaged in performing the
services described in this IFB are required to complete and submit a Form 700 to the
State CA. To acquire an exemption from this requirement, Contractor must submit a
request to the OCIO explaining the basis for the request and the staff or Subcontractor
staff to be excluded on that basis. To access the Form 700 and instructions
http://www.fppc.ca.gov/forms/700-09-10/Form700-09-10.pdf

N. SUBSTITUTION OF DISABLED VETERAN BUSINESS ENTERPRISE
SUBCONTRACTORS

This Agreement is awarded based on a commitment to subcontract a portion of the
total amount of the Agreement to a Disabled Veteran Business Enterprise (DVBE)
identified in the declaration (GSPD 105).

1. DVBE Participation Reports

The contractor shall submit reports twice a year during the month of January and
July for the term of the Agreement to OCIO. The reports shall certify the following:

1. The total amount the contractor received under the contract;

2. The name and address of the DVBE that participated in the performance of the
agreement;

3. The amount each DVBE received from the Contractor;

4. Certification that all payments under the contract have been made to the DVBE
and

5. The actual percentage of DVBE participation that was achieved.

2. Substitution of a DVBE Subcontractor (Reference CCR 2, §1896.64)
The Contractor must use the DVBE subcontractors and/or suppliers proposed in the
solicitation response to the state, unless a substitution is requested. The Contractor
must request the substitution in writing to the OCIO State Primary Technical
Contact Primary Technical Manager and the State CA must approve the
substitution in writing prior to commencement of any work by the new
subcontractor/supplier (Reference (CR 2, §1896.64) for minimum requirements).

O. ADDITIONAL OCIO RIGHTS UNDER THIS AGREEMENT:

For the purposes of clarity and avoidance of confusion under this Agreement, the
OCIO is granted during the Term of the Agreement the limited right to resell the
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Services contemplated herein to (a) other State of California governmental agencies
and (b) other municipal or local governments within the State of California.

P. REPRESENTATIONS AND WARRANTIES:

Both the State and CSC represent and warrant that:

a) This Agreement, when executed and delivered, shall be a valid and binding
obligation of it enforceable in accordance with its terms;

b) Each has all requisite organizational power, and authority to execute, deliver, and
perform its obligations under this Agreement;

c) The execution, delivery, and performance of this Agreement has been duly
authorized by it and this Agreement constitutes the legal, valid, and binding
agreement of it and is enforceable against it in accordance with its terms;

d) Team CSC warrants that Services and deliverables furnished as contained herein
substantially conform to the Services Descriptions (and respective work
authorizations) and that deliverables will be free from material defects in materials
and workmanship, to the extent applicable to the Services.

e) The Parties agree that neither shall use the service marks or trademarks of the
other party without the express written approval of the other Party. Service marks
and trademarks include corporate name, technology names and trademarks in plain
text, logos, trade dress, designs to accurately identify and refer to Team CSC
members and their technology. Use of service marks and trademarks will not be
unreasonably withheld by the owner for the purposes of promotion and
performance under this Agreement.
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SOW EXHIBIT D-A
WORK AUTHORIZATON FORM

CALIFORNIA EMAIL SERVICES (CES) Agreement 'Eﬁ;m
Work Authorization
Date Submitted:
Work Authorization Number:
Department:

Department Contact:
Contact Phone Number:

Contact Email Address:

Services Start Date:

Services End Date:

Service Description l Unit Price I Quantity (+/-) I Extended Cost |  Billing Frequency ]

1. |Email, Calendar, and Contacts

1.1 | 5 GB mailbox H 538 Monthly
1.2 |25 GB maibox s 131 Monthly
1.3 |Deskless Worker maitox H 213 Monthly
1.4 [5GB mailbox size wilh Pro-purchased Licenses with annual maintsnanco. $ 433 Monthly
1.5 |25 GB maithox size with Pre-purchased Licenses with annual maintenance. H E2 Monthly

2. [Moblie Phone Support Services

21 and device support s LF.Y l Monthly I

3. |Legal Archive and E-Discovery Services

3.1 | E-Mail and Calendar jogal archiving and E-discovery per user per month
311 2yearsorless 5 186 Monthly
312| >2to3years $ 199 Monthly
313}) >3te7years s 215 Monthly
3.14] >7lo10years H 215 Monthly

Additional archiving storage, if any. (above thal required for 600 MB per year of mall

32 aciivity) e per month B 232 Monthly
3.3 fingest existing &-ma data, archives, PST. and other files per Gigabyle s 1559 One-Time
3.4 |Extended archive for an indefinite number of years (beyond 10 years). $ 1326 Annual

4. Tools and Services

41 Coltaboration Tool Set (Inckides SharePoint Online, Otfice Communications Server and s 151 Monthty

" |Live Meeting with 250 MB ol storage per user)

4.2 |Addttional Storage of files or data on-Eine over the included 250 MB per user s e Monthly

5. |Migration Planning

5.1 [Migration Planning for Exchange mailbox 5 poJ - One-Time
5.2 |Migration Planning for Lotus Notes maitbox $ 5393 One-Time
5.3 |Migration Planning for GroupWise s 5399 One-Time
5.4 [Migration Planning fpr Blackberry device % an One-Time
5.5 |Classroom training for end users on clent 5 §150 One-Time

6. |Emait from Lotus Notes, and GroupWise

6.1 |Email Migration for Exchange maibax 5 2025 One-Time
62 |Email Migration forr Lotus Notes maiibox s 025 One-Time
6.3 |Email Migration for GroupWise mailbox s 2015 One-Time
64 for device H One-Time
6.5 |Migration of user h ST files $ 246592 One-Time

7. |Exit fram Vendors Solution

Yol
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CALIFORNIA EMAIL SERVICES (CES) Agrowment § 00120431
Work Authorization
7.1 |Exit Services tor E-Mall, Calendar, Contacts per user/maibox $ 21 One-Time
7.2 |Exit Services tor Collaboration Tools per usor s 214 One-Time
7.3 |Exit Services for Legal Archive and E-Discovery per user/mailoox H 257 One-Time
8. {Specialty Service Pricing
8.1 {Voice Over P S 950 Monthly
8.2 [Outbound FAX Service per page per month s o8 Monthly
9. [BPOS Service Pricing for Tasks
8.1 [CSC Customer Site Rate Schedule One-Time
9.2 [CSC Contractor Site Rate Schedulo One-Time
Comments and/or Special Instructions:
Approved :
Dase:
QCIO Technical Project Manager
Detec
CSC Technical Project Manager
Estimale Date:
All work i th this Work will adhear to the provisions and cost rates of CES Agreement fiumbes 09-120431. Monthly billing will not unti the of Service
completion has been verified by the GCIO. This Work shall be et of the CES. 09-120431L
1ol
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SOW EXHIBIT D-B
Conflict of Interest and Confidentiality Statement

Office of the Chief Information Officer (OCIO)
CES Project

| certify that | have no personal or financial interest and no present or past employment or
activity which would be incompatible with my participation in any activity related to the
CES project (“Project’). For the duration of my involvement in this Project, | agree not to
accept any gift, benefit, gratuity or consideration, or begin a personal or financial interest in
a party who is bidding, or associated with a Contractor on the Project.

| certify that | will keep all Project information, including information concerning the
planning, processes, development, or procedures of the Project, confidential and secure. |
will not copy, give, or otherwise disclose such information to any other person unless the
OCIO has on file a confidentiality agreement signed by the other person, and the
disclosure is authorized and necessary to the Project. | understand that the information to
be kept confidential includes, but is not limited to, specifications, administrative
requirements, and terms and conditions, and includes concepts and discussions as well as
written or electronic materials. | understand that if | leave this Project before it ends, | must
keep all Project information confidential. | agree to follow any instructions provided by the
Project relating to the confidentiality of Project information.

| fully understand that any unauthorized disclosure | make may be basis for civil or criminal
penalties and/or disciplinary action (including dismissal for State employees). | agree to
advise the Project immediately in the event that | either learn or have reason to believe
that any person who has access to Project confidential information has or intends to
disclose that information in violation of this agreement.

Signature: Date:

Name: Agency/Company:
[ Title: Unit:

Position: E-Mail Address:

Telephone: Fax Number:

~To be completed and signed on first work day~

Keep a copy for self (and Contractor’'s employer) if desired.

= e = - e e e e
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SOW EXHIBIT D-C

Confidentiality and Non-Disclosure Agreement
Office of the Chief Information Officer (OCIO)
CES Project

This Confidentiality and Non-Disclosure Agreement certifies that all employees of the
company identified below will apply confidentiality measures in compliance with the practices
or procedures mandated by the Department of General Services and/or the Office of the
Chief Information Officer regarding public information. All confidential information will remain
the exclusive property of the Office of the Chief Information Officer. All requests from entities
other than those related to this Project must be approved by the CES Project Director.

On behalf of the below company, | fully understand that disclosure of confidential information
may be cause for civil penalties.

Company Name:

Authorized Representative:

Phone Number: Fax Number:

E-mail Address

Signature Date

Print Name and Title:

~To be completed and signed on first work day~

Keep copy for self (and Contractor’'s employer) if desired.
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Exhibit D-D

Transition Readiness Description

The Parties will develop a State agency or State department specific transition assistance
plan, including roles and responsibilities, key milestones and the schedule for transition, to be
agreed upon by the State and Team CSC.

The following outlines the general expectations of the parties with respect to the Transition
Readiness.

Transition Readiness

State and Team CSC will provide the State with usage information to assist the State in its
design of the new State system. Such information will be shared subject to a standard CSC
confidentiality agreement, or the Trade Secrets Act, as applicable, and will include:

Solution descriptions describing the BPOS Solutions then purchased by the State
Key information relevant to the State’s environment, specifically
o Number and size of Exchange Online mailboxes
o Number of documents stored in Office SharePoint Online and total storage
used
o Relevant user metrics, such as number of simultaneous active users
o Support incidents received by Microsoft
o Locations of Customer Data
o E-mail domains processed, address formats, e-mail routing configuration, etc.
e State-specific training material and end-user documentation previously provided to the
State by Team CSC as part of the BPOS Solution or Services
¢ Documentation provided by Team CSC to the State in connection with the Office
SharePoint Online customization process
e Type of software in use to provide the BPOS Solution and specific versions

Team CSC will use commercially reasonable efforts to answer any questions by the State
with respect to the above information.

Team CSC will use commercially reasonable efforts to assist the State to migrate data from
the Microsoft system to the new State system. Such efforts will include:

* Facilitating connection at Microsoft for additional network links, if required
Setting security permissions and creating accounts to enable access to and migration
of data over the network from Exchange Online mailboxes to mailboxes in the new
State system

e Setting security permissions and creating accounts to enable access to and migration
of data over the network from Office SharePoint Online to the new State system

¢ Providing backups of Office SharePoint Online data in standard Microsoft formats

e e e e e e e e e e e ey
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¢ Implementing Exchange connectors to route e-mail between the Microsoft system and
the new State system

Out of Scope
Team CSC will not:

Provide design services for the new State system
Disclose Microsoft proprietary designs relating to Microsoft data center architecture
¢ Transfer to the State any hardware or software licenses provided as part of the BPOS
Solution
Provide any labor to execute the data migration
Provide additional network links
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SOW Exhibit D-E

SET-UP AND MIGRATION

1. Summary

This Exhibit describes how Team CSC and the State will collaborate to implement the
Services, test the Services, and provide the agreed coexistence and migration
capability.

2. Setup

After execution of the Agreement, Team CSC will work with the State to conduct
detailed discovery of Customer’s environment and gather Customer’s configuration
choices (“Detailed Discovery”). This phase typically takes four weeks. Efficient
execution of Detailed Discovery is dependent upon access to information about the
State’s environment and on clear understanding of the features and configuration
options of the Service Descriptions of Team CSC BPOS.

Detailed Discovery finishes when the data is agreed as complete by both the State
and Team CSC. Team CSC will then provide the State with a project plan showing the
major milestones leading up to Solution Ready and estimates of migration timeline
thereafter. Team CSC makes no commitments for project schedule until after Detailed
Discovery is complete. Any discussion of schedule prior to Detailed Discovery is
indicative only and not final.

Average customer deployment timeframes are 16-30 weeks from contract execution to
Solution Ready.

After Detailed Discovery is complete Team CSC will build out the BPOS Solutions in
Microsoft’s data centers and, with assistance from the State, connect to the State
environment. This includes configuration of the coexistence capability as detailed in
Section 4 of this Exhibit titled E-Mail Coexistence and Migration, if any. Team CSC
will perform internal testing and, when Team CSC is satisfied that the BPOS Solutions
are operating correctly, Team CSC will declare the Solution Ready date.

After Solution Ready, State will test the BPOS Solutions as described in Exhibit D-G
Service Acceptance Testing

After the Solution Billing Date has been established the BPOS Solutions are available
for production use and the migration capability described in Section 4 of this Exhibit
titled E-Mail Coexistence and Migration.
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2.1  State Responsibilities

Team CSC and State must collaborate to achieve successful setup of the BPOS
Solutions and subsequent migration. The following items were identified prior to State
Agreement execution, additional may be identified during Detailed Discovery.

o Provision co-located Active Directory domain controllers in the Microsoft Data
Centers

. Identify and populate the defined extension attributes in State’s Active Directory
to set mailbox size, features and options.

. Remediate directory errors discovered during pre-flight checks, Notes DirSync,
and initial MMSSPP directory synchronization.

. Establish a Quick start VPN connection to the Microsoft Data Centers for the
purposes of conducting initial MMSSPP directory synchronization and other
setup work.

o The State has communicated, via the Solutions Alignment Workshop that VPN

connections to the Microsoft Data Centers would not meet internal security
requirements. As the result of the State not supporting VPN connections, there
may be an impact the Solution Ready date guidance communicated in Section

2. Setup.

o Provision permanent network connections to the Microsoft Data Centers prior to
the Solution Billing Date suitable for production use of the BPOS Solutions

o Enabling connection to Customer’s existing e-mail systems — cross certification

(Notes), permissions, and migration accounts.

Test Accounts and Workstations

Team CSC requires user accounts in State’s Active Directory forests and support
workstations on State’s premises for the length of the State Agreement for the purpose
of testing prior to Service Ready, testing during migration and coexistence, testing
following upgrades and changes, and support when fully deployed. Requirements are:

o Active Directory: common user accounts in each Active Directory forest
containing user accounts that will authenticate to the BPOS Services. Accounts will be
used by Team CSC personnel.

J Workstations: support workstations on State premises with standard or common
State desktop operating software installations for common operating system and
common applications. Workstations must be accessible from the Team CSC data
centers via Windows Remote Desktop application. Workstations will be used by Team
CSC personnel.

Team CSC’s standard requirements are for fifty (50) Active Directory accounts and ten
(10) support workstations for each source system (Active Directory forest and e-mail
system). Team CSC recognizes that this may not be practical for smaller Agencies.

———— e e e e
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Quantities required for each Agency will be determined following the SAW process
and documented in the Work Authorization Form.

3. Solution Testing

The State can test the BPOS Solutions after Team CSC issues the Solution Ready
Notice and prior to the Solution Billing Date. This provides State with an opportunity to
verify that the BPOS Solutions are performing in accordance with their Solution
Descriptions and the support solution request process is working effectively.
Procedures vary by BPOS Solution and are described in Exhibit D-H Service
Acceptance Testing.

4. E-Mail Coexistence and Migration

For each department or agency migrating to Services under this Agreement a
separate Work Authorization will be submitted to CSC by the State.

5. Standard Solutions

State has had an opportunity to review the Microsoft BPOS Solution Descriptions.
Team CSC recommends that State review the Solution Descriptions with all internal
stakeholders. Team CSC is offering software plus services solution with features and
options common to other customers. Team CSC does not intend to tailor the
implementation for the State beyond the configuration options specified in the Solution
Descriptions and CSC’s Bid. Team CSC will listen to, investigate, and respond to any
request for change made by State but does not guarantee that all such requests will
be approved. State acknowledges the BPOS Solution Descriptions meet the minimum
State requirements to deliver the contracted solutions. Any feature functions not
specifically identified as in scope for the Solution Descriptions is by default considered
out of scope and will not be provided by Microsoft.

To aid State in review of the Team CSC BPOS Solution Descriptions here are some
points of particular note:

Network Connectivity

Team CSC does not provide an option for customers to terminate owned circuits
(MPLS) and/or owned equipment (e.g. routers and switches) into Microsoft Data
centers. Network transport between the customer’s network and the Microsoft data
centers is required to support directory synchronization, authentication traffic and
client/server traffic from users connected to the customer’s corporate network and to
support email migration. Microsoft provides Internet-based OnNet VPN in accordance
with the latest Network Service Description.

= e e e e |
10/07/2010 Page 41



State of California
Office of the State Chief Information Officer California Email Services

Agreement 09-120431

Exchange Online

10/07/2010

Blackberry Enterprise Services (“BES”):

e Team CSC does not offer the application software distribution feature of
BES. There are workarounds available and are noted in the Service
Descriptions.

e Team CSC does not offer the Instant Messaging integration features of
BES

Information Leakage Protection Services (also referred to as Data Leak
Protection (DLP)) to provide inline or passive email content scanning based
upon certain keywords is not included within the Exchange Online service.
Alternative solutions exist, such as routing all inbound and outbound SMTP
traffic to a customer-premises DLP device. Hosting DLP (or other) devices in
Microsoft datacenters is not available.

Exchange Online does not support integration with Cisco Unity. A known
workaround is available.

Exchange Online does not offer not support Mailbox Archiving solutions that are
intended to perform mailbox size management functions (also referred to as
Stubbing). Support for archiving for compliance purposes (also referred to as
journaling) is documented in the Service Description.

Exchange Online can provide free & busy coexistence between a customer’s
single on-premise Exchange and/or single Lotus Notes environment during the
migration period to Exchange Online. Exchange Online does not provide
continued free & busy co-existence beyond the migration period or calendar
sharing. Exchange Online is evaluating providing such features in the
Exchange 2010 roadmap. At such time Team CSC will communicate the
features available and on-premise version requirements. Team CSC will
collaborate with the State to devise a migration schedule that runs as quickly as
possible by running Exchange and Notes migrations in parallel, migrating small
Agencies in a single weekend so avoiding the need for coexistence, and other
strategies.

Exchange Online can only provide Cross-Forest Migration and Synchronization
of content between one (1) Exchange Organization at a time.

Team CSC provides the same level of service Forefront Online Protection for
Exchange (“FOPE”) when included in the Exchange Online offering as when
licensed for standalone use with the exception that the Service Level
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Agreement (SLA) for Exchange Online controls and the separate SLAs for
FOPE standalone service are not provided. These SLA's include:

¢ Network uptime of 99.999%
e E-mail delivery: Average delivery commitment of less than one minute
¢ Filtering accuracy
¢ Virus blocking: 100% protection against all known e-mail viruses
e Spam capture: Capture of at least 98% of all inbound spam e-mails
* False positive ratio: False positive commitment of less than 1 in 250,000
e-mails

SharePoint Online

¢ Inbound Mail enabled lists are not supported within SharePoint Online
e Team CSC SharePoint Online does not support Anonymous Access

¢ \Voice Integration features are not currently supported across the Online
Services

¢ SharePoint Online does not support any method of single sign-on (SSO)
authentication in a situation where a user authenticates to the SharePoint
Server and the server connects to another system on behalf of the user,
impersonating that user such as would be the case when integrating with on
premise line of business applications .

e SharePoint Site Variations are not supported

e Kerberos is not supported for authentication to SharePoint Online or for
constrained delegation

e Team CSC will support Profile synchronization from up to five (5) forests and a
maximum of one hundred (100) domains

e The current release of SharePoint Online can only support authentication with a
total of five (5) Active Directory Forests; this is being investigated for increase in
future release.

Office Communications Online
* Only one Session Initiation Protocol (SIP) domain address is allowed

LiveMeeting

e The Office Live Meeting Portal (if required) must be deployed on premise at the
State and is not provided as part of the BPOS Services

e There are will be special considerations necessary for LiveMeeting to support
twenty plus (20+) Active Directory Forests.

e e e ——————
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Option #1: Have multiple Conference Centers (one for each AD forest) and use
the Live Meeting Portal to help with deployment to the end users.

Option #2: Have one large Conference Center and have users login
individually.

6. Clarifications about the BPOS Services

The State agrees that each agency will have, at least, a Windows 2003-Native Mode,
Active Directory; that all users to be hosted by Team CSC will authenticate to this
Active Directory; and that these Active Directory accounts will be used to authenticate
the access to the mailboxes hosted by Microsoft Online Services.

Exchange Global Address Book - The Microsoft Online Services Exchange Address
Book does not currently offer the ability to provide segmented, filtered, partitioned or
otherwise different views. All users who access mailboxes in the Dedicated installation
of Exchange Online will share the same, common Global Address list.

Delegation of Administration Rights — The common services in use within the
Exchange Online Dedicated hosted environment have an administrative hierarchy
which is applied to a single instance of the hosted service. Further partitioning of
administrative access is not available at this time within the services listed below. This
means that there is central administration of some parts of the service, and that the
central administrators will have the same, equal access to tools and data. The
exception to this case is Account provisioning and access, which continues to be
managed in each agency’s Active Directory and synchronized by the MMSSPP
provisioning tool. Centralized tools include:

* Exchange Mailbox Permissions Tool (CMPMT)
¢ Proofpoint Archiving

e Blackberry Administrative Service

¢ Remote PowerShell

¢ SharePoint Site Collection Administrator rights

Long-term, intra-agency coexistence. — For SMTP co-existence, the State must
designate a single set of SMTP bridgehead servers which will route state-hosted email
to state-owned mailboxes. Team CSC will configure co-existence SMTP connectors to
these bridgehead severs. Team CSC will configure a wildcard connector for all Internet
SMTP email to the Internet. Internet traffic will be routed to Microsoft FOPE for
outbound SPAM filtering.

Data Loss Protection Server Integration - In the case that the State requires a DLP
solution such as an on-premises Vontu server, the state must host the servers within
their own datacenters. In this case, Team CSC will route all outbound Internet traffic to
that server and will not be able to partition wildcard, Internet-destined traffic between
the DLP servers and any other destination. All Internet bound SMTP mail must be
configured to send to the state-hosted DLP servers.

- - - s e
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Fax Services — Microsoft Online Services provides integrated outbound fax capability
via a partner service provider. All use of this fax service is billed according to the rate
sheet supplied in the IFB response. This is an SMTP based service requiring no
hardware, but only configuration by Team CSC. The state requested FAX hosting
service or integration for both inbound and outbound FAX capability. Team CSC
cannot host FAX servers within Microsoft datacenters, however, provisions for
configuring SMTP connectors for FAX servers are supported according to the
response in the IFB.

The SharePoint environment will be a single SharePoint farm dedicated to the State
with the limitations defined in the SharePoint Service Description. Specifically,
SharePoint will only enable up to three (3) web applications - Portal, TeamSites, and
MySites.

———— e e — e e —
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SOW Exhibit D-F
CHANGE MANAGEMENT

This Exhibit describes the process by which the Parties may change the scope of the BPOS
Solutions purchased by the State. The types of changes covered by this process are:

Category Process

Adding a BPOS State notifies Contractor of its desire to add Services to

Solution the Agreement via the Work Authorization Form.

Major changes in State notifies Contractor of a major change in the

solution volume volume due to divestiture, acquisition, or extension of
the Services.

New or Changed Team CSC (typically) or the State will notify the other

Feature party of the proposed change with an explanation of

the reason (to enable design of alternate solutions), the
importance, and the requested time frame.

New Solution Release | Team CSC will provide the State with a solution
description for the New Service Release, a summary of
the major changes, and the proposed schedule and
impact for updating to the New Solution Release.

State Change Requests

The OCIO may request a change to the Services purchased by the State under this
Agreement by notifying CSC in writing of a requested change, specifying the change in
sufficient detail to enable Team CSC to evaluate the same (“State Change Request”).
Team CSC may submit to the State any questions related to the State Change Request.
Following Team CSC's receipt of a State Change Request (and State‘s answers to any
questions related to the State Change Request, Team CSC will provide State with an
estimate of the time needed to assess the State Change Request and an indication of the
solutions that will be explored.

Microsoft Change Requests

Team CSC may request changes to the Microsoft BPOS Solutions by notifying the State in
writing of a requested change, specifying the change in sufficient detail to enable the State to
evaluate the same (“Team CSC Change Request”). Each Team CSC Change Request will
provide the State with an estimate of the additional costs to be incurred or saved as a result
of the Team CSC Change Request, together with any other effects to the BPOS Solutions
that may result from the Team CSC Change Request. The State may submit to Team CSC
any questions related to the Team CSC Change Request. The State will not unreasonably
withhold or delay acceptance or rejection of a Team CSC Change Request.

S e g S ———" |
10/07/2010 Page 46



State of California
Oftice of the State Chief Information Officer California Email Services
Agreement 09-120431

Assessing and Formalizing the Change Request

If the State advises Team CSC to proceed with the assessment of a State Change Request
or Team CSC Change Request, then Contractor will prepare a written change control
document (“Change Control Document”) that: (i) incorporates a description of the
requested change; (ii) assesses the effect of the requested change on the cost of the
applicable BPOS Solutions, solution levels, delivery schedules or other areas likely to be
affected by the Change Request; and (ii) identifies the cost of the requested change, if any.

Team CSC will provide the State with the completed Change Control Document. The Change
Control Document will constitute an offer by Contractor to implement the requested change
on the terms set forth in the Change Control Document, including, without limitation, price,
payment terms, delivery schedules and solution levels.

If the State accepts Team CSC's offer by executing the Change Control Document, this
Agreement (including the applicable Solution Description(s)) will be deemed to incorporate
the terms and conditions of the Change Control Document.

Changes Not In Scope

Configuration changes are changes permitted in a solution description (e.g., setting the
Message Size Limit to an allowed value) and are not within the scope of this Exhibit.
Configuration changes are handled through the Change Control Process within Section E.1

of this Agreement. Operational changes requested by either Party will be made in writing and
directed to the other Party’s Primary Technical Contact indentified in Section C of this
Agreement. These change requests will be reviewed and formalized through periodic
solution review during the Quarterly Meetings or sooner if deemed necessary by the State
Primary Technical Contact and CSC Primary Technical Contact.

_— e e
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SOW Exhibit D-G
SERVICE ACCEPTANCE

1. Service Acceptance

Service Acceptance Testing procedures ("SAT Procedures") and criteria vary by service
and the main criteria are described in Section 2 of this Exhibit below. Any additional test
procedures or criteria required by the State as part of the SAT Procedures for acceptance
of the Services contained in this Agreement shall be mutually agreed upon in writing
between CSC and OCIO and properly identified on the Work Authorization Form. SAT
Procedures beyond those contained in this Exhibit may incur additional costs.

Team CSC shall issue to the State a Service Ready Notice when, it determines acting
reasonably, it that the relevant Service(s) have been tested and are available for the State
pilot users ready for Service Acceptance Testing by the State.

State shall promptly notify the relevant State agency or department of its receipt of a
Service Ready Notice. State shall notify Team CSC promptly of its written notification from
the State agency or department that the relevant Services have passed or failed the
Service Acceptance Tests when run by the State.

In the event that a Service fails the Service Acceptance Tests as run by a State, State
shall provide to Team CSC all information as to the reasons for such failure. Team CSC
shall as soon as is reasonably practicable address the issues causing such failure and
thereafter shall notify State that the Service is available for retesting by the State.

State and Team CSC shall use all reasonable endeavors to ensure that Service
Acceptance occurs within the period agreed in the deployment project plan (i.e. typically
within 4 weeks of the Service Ready Notice). If there are any major outstanding
nonconformities under Team CSC's control relative to the Service Descriptions and any
additional requirements in the Work Authorization Form that prevent the State from being
able to accept the Services as fit for purpose at the close of the planned Service
Acceptance Testing period then the State and Team CSC will agree a new planned date
for Service Acceptance and revise the deployment plan in writing.

Should the State or State agency or department fail to provide Team CSC with written
notice of service acceptance or service failure within five (5) days following the Service
Acceptance Testing period, the Service(s) shall declared as Deemed Service Acceptance.
During such Service Acceptance Testing, Team CSC agrees to provide to State agency
or department assistance and advice as State agency or department may reasonably
require for items that are consistent with the features and functionality described in the
Service Description and Work Authorization Form. After the Service Billing Date is
established, the Service Level Agreements will govern the performance of the Service(s).
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2. Microsoft Exchange Online

a. Service Acceptance Testing for Microsoft Exchange Online covers both verification
that the service is working according to the Service Description and that the mailbox
data migration process has been tested.

o From testing performed by the State agency or department, State agency or
department will report on success or failure of feature tests as follows:
o Feature Test: Mail
» Send, receive, and reply mail to migrated users

Send, receive, and reply mail to non-migrated users

Send, receive, and reply mail to external users

Send mail to Distribution List

Non-migrated user reply to mail that had been sent from migrated user

prior to migration

» Recover deleted item from recycle bin
o Feature Test: Calendaring
= Book a meeting in a migrated conference room
» Confirm that a meeting request is accepted for an available conference
room
= Confirm that a meeting request is not accepted for a pre-booked
conference room.
= Updated meeting requests notify all attendees
o Feature Test: Mobile Device Support (as appropriate)
= email sent from Exchange arrives at BlackBerry
= email sent from BlackBerry arrives in Exchange
= email sent from Exchange arrives at Windows Mobile Device
= email sent from Windows Mobile Device arrives in Exchange

b. Service Acceptance Testing shall be successful provided:
e Successful access by up to 100 early adopter users
e Feature tests successfully completed
e The features described in the Service Description operate together with any
additional acceptance criteria identified in the Work Authorization Form or
otherwise mutually agreed upon in writing between CSC and the State.

3. Microsoft SharePoint Online

a. Service Acceptance Testing will be conducted as follows:
e From testing performed by the State agency or department, State agency or
department will review the features described in the Service Description and notify
Team CSC if any features are not working.
e Team CSC will agree with State resolution status of problems identified by the
early adopter users.

b. Service Acceptance Tests are successful if :
e Successful access by up to 100 early adopter users
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* The features described in the Service Description operate together with any
additional acceptance criteria identified in the Work Authorization Form or
otherwise mutually agreed upon in writing between CSC and the State.

4. Microsoft Office Communicator Online

a. Service Acceptance Testing will be conducted as follows:

e Microsoft will enable up to 100 early adopter test users, typically drawn from the IT
department.

¢ From testing performed by the State agency or department, State agency or
department will review the features described in the Service Description and notify
Team CSC if any features are not working.

e Team CSC will agree with State resolution status of problems identified by the
early adopter users.

b. Service Acceptance Tests are successful if:
¢ Successful access by up to 100 early adopter users.
* The features described in the Service Description operate together with any
additional acceptance criteria identified in the Work Authorization Form or
otherwise mutually agreed upon in writing between CSC and the State.

5. Microsoft Live Meeting

a. Service Acceptance Testing will be conducted as follows:

¢ Microsoft will enable up to 100 early adopter test users, typically drawn from the IT
department.

¢ From testing performed by the State agency or department, State agency or
department will review the features described in the Service Description and notify
Team CSC if any features are not working.

¢ Team CSC will agree with State resolution status of problems identified by the
early adopter users.

b. Service Acceptance Tests are successful if :
e Successful access by up to 100 early adopter users.
e The features described in the Service Description operate together with any
additional acceptance criteria identified in the Work Authorization Form or
otherwise mutually agreed upon in writing between CSC and the State.

R R R R R ——
10/07/2010 Page 50



State of California
Office of the State Chief Information Officer California Email Services
Agreement 09-120431

SOW Exhibit D-H
CUSTOMER REQUIREMENTS
1. General

a. Acknowledgement. The State acknowledges and agrees that the State must comply
with the Customer Requirements as contained herein.

b. Passwords and Access. The State is responsible for maintaining control over and
the confidentiality of all passwords and access keys to the BPOS Services. The State
is responsible for all use of the BPOS Services by those who have access to the
BPOS Services through the State (directly or indirectly).

c. High Risk Activities. CSC disclaims any express or implied warranties for the use of
Services for high risk activities (e.g., the operation of nuclear facilities, aircraft
navigation or communication systems, air traffic control, direct life support machines,
or weapons systems environments).

d. Service Acceptance Tests. If the State is responsible for some or all of the Service
Acceptance Tests, the State shall promptly run the Services Acceptance Tests
following receipt of the Service Ready Notice and shall promptly notify both the CSC
Primary Technical Contact and Contractor CA in writing as to whether the relevant
Services pass or fail the Service Acceptance Tests. In the event that any of the
Services fail the Service Acceptance Tests run by the State, the State shall provide alll
reasonable detail in connection with the reasons for such failure. The State shall re-
run the Service Acceptance Tests promptly once Team CSC remedies the issues
causing such failure and has notified by Team CSC that such remedial action has
been completed.

2. State Environment/Hardware/Software Requirements

a. Other Agreements. Except as may be set forth in the Agreement, the State will
maintain the appropriate agreements for all software and hardware licensing and
maintenance, as well as telecommunications services necessary for Team CSC to
provide the Services. Maintenance of Team CSC provided servers and licensing of
Team CSC provided software in Service Locations is Team CSC'’s responsibility.

b. WAN Connectivity. The State will be responsible for the dedicated wide area
network connection between the State’s network and each Service Location used to
provide the Services.

c. Customer Data Center Facilities Support. It is not anticipated that Team CSC will
need to place servers in Customer’s facilities. In the event this becomes necessary in
Team CSC'’s reasonable opinion, the State will provide floor space, power, LAN/WAN
connectivity, environmental control and physical security for servers, if needed,
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provided by Team CSC and placed on Customer’s premises. Upon termination of the
State Agreement, the equipment will be returned in the same condition, ordinary wear
and tear excepted.

Microsoft Client Access and Desktop Software Licenses. The State will be responsible
for separately obtaining and maintaining during the Term all Microsoft client access
licenses (“CALSs”), as contained in Attachment 4 of this Agreement (Costs) required in
relation to the BPOS Services (e.g., Microsoft Exchange Server CALs, etc.) and
licenses for any other Microsoft client software required to use the BPOS Services
(e.g., Microsoft desktop software licenses).

d. Use of Microsoft Software. To the extent the State does not separately procure
required desktop software licenses and CALs from Microsoft, this Section will apply to
Customer’s use of software provided by Microsoft for use in conjunction with the
BPOS Services (“Microsoft Software”). The State may use only Microsoft Software in
accordance with the Microsoft Software End User License Agreement attached as
Addendum 1 to these the State Requirements. State’s right to use the Microsoft
Software ends at the end of the BPOS Service Period, or when the BPOS Services
are updated to no longer support the software, whichever comes first. The State will
uninstall the software installed as part of this Agreement when rights to use it are
terminated.

3. Restrictions Regarding the BPOS Services

a. No Unlawful Use/No Resale/Compliance with Laws. The State will not (A) use the
BPOS Services for unlawful purposes; (B) use the BPOS Services to impair others’
use of the BPOS Services; (C) use the BPOS Services to try to gain unauthorized
access to any service, data, account, or network by any means; (D) falsify any e-mail
header information (e.g., ‘spoofing’); or (E) use the BPOS Services to enable malicious
activity, such as sending of spam, enabling denial of service attacks, etc. The State
will not resell the BPOS Services, offer the BPOS Services as a service bureau or
otherwise make the BPOS Services available to third parties on a commercial basis
unless otherwise contained herein. The State will comply with all U.S. Export
Administration Regulations and all end-user, end-use and destination restrictions
issued by the United States and other governments and applicable to Customer’s use
of the BPOS Services.

b. No Reverse Engineering/Decompiling/Disassembling. The State will not reverse
engineer, decompile, or disassemble any Microsoft Software or the BPOS Services,
except and only to the extent that such activity is expressly permitted by applicable
law.

4. Other
a. Special Terms. The following special terms apply to the following BPOS Services:
(A) For Office Live Communications Server Public Instant Messaging
Connectivity:
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No Interconnection. Unless specified in Work Authorization, the State will not use
the BPOS Services to facilitate communication

1. with any instant messaging service provider other than Yahoo!, AOL and
Microsoft;

2. between any external instant messaging networks.

PDA or Mobile Phone Access — Limitation on America Online Instant Messenger
network. the State will not use the BPOS Services to pass Instant Messaging or
Presence information from (or to) a PDA or mobile phone using licensed radio
frequency spectrum (e.g., EVDO, GPRS, EDGE).

(B) For Office Live Meeting:

Terms of Service. The State and any individuals using the service on State’s
behalf or request will comply with the Terms of Service that accompany the Office
Live Meeting BPOS Service except and only to the extent such terms explicitly
conflict with the terms of the Agreement.

Recording Notice. The laws of some jurisdictions require notice to or the consent
of individuals prior to intercepting, monitoring and/or recording their
communications or restrict collection, storage, and use of personal information.
The State agrees to comply with all applicable laws and to obtain all necessary
consents and make all necessary disclosures before using the online service or the
recording feature(s).
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Addendum 1
MICROSOFT SOFTWARE LICENSE TERMS
Microsoft Software for BPOS Services

These license terms are an agreement between Microsoft Corporation and the State. Please
read them. They apply to the software provided to you by Microsoft for use with the BPOS
Services, which includes the media on which you received it, if any. The terms also apply to
any Microsoft

e updates, and

¢ supplements for this software, unless other terms accompany those items. If so, those
terms apply.

By using the software, the State accepts these terms.

The State by complying with these license terms have the rights below.
1. INSTALLATION AND USE RIGHTS.

The State may install and use any number of copies of the software on State devices for
the purpose described in the agreement to which this EULA is attached. The State right
to use the software will terminate as set forth in the Agreement.

2. SCOPE OF LICENSE.

The software is licensed, not sold. This Agreement only gives the State some rights to use
the software. Microsoft reserves all other rights. Unless applicable law gives more rights
despite this limitation, the State may use the software only as expressly permitted in the
Agreement. In doing so, the State must comply with any technical limitations in the
software that only allow to use it in certain ways. The State may not

e disclose the results of any benchmark tests of the software to any third party without
Microsoft’s prior written approval;

e work around any technical limitations in the software;

* reverse engineer, decompile or disassemble the software, except and only to the
extent that applicable law expressly permits, despite this limitation;

* make more copies of the software than specified in this agreement or allowed by
applicable law, despite this limitation;
e publish the software for others to copy;
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e rent, lease or lend the software;
» transfer the software or this agreement to any third party; or
¢ use the software for commercial software hosting services.

3. DOCUMENTATION.

Any person that has valid access to your computer or internal network may copy and use
the documentation, if any, for internal, reference purposes.

4. EXPORT RESTRICTIONS.

The software is subject to United States export laws and regulations. The State must
comply with all domestic and international export laws and regulations that apply to the
software. These laws include restrictions on destinations, end users and end use. For
additional information, see www.microsoft.com/exporting.
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Addendum 2
MICROSOFT SOFTWARE FOR BPOS SERVICES

The State is responsible for obtaining and maintaining all desktop software, for example
Microsoft Windows Vista, Microsoft Office Outlook and Microsoft Office Communicator as
required to use the BPOS Services.

The State is responsible for obtaining and maintaining, those Microsoft CALs contained in
Attachment 4 (Costs) of this Agreement as required to use the BPOS Setrvices.

The following table is provided for reference only to the State purchasing BPOS Services
and does not take precedence over Customer’s Volume Licensing agreements with
Microsoft.

Microsoft Required Microsoft Optional Microsoft
Service Software License to Software License
qualify for lower service
price
Exchange Exchange Standard CAL | Outlook 2003 or later
Online w/ SA license (L only)
BPO Suite Exchange Standard CAL | Outlook 2003 or later
w/ SA license (L only)
Office Communicator
2007 or (L only)

Note: Microsoft Windows Server CALs are not required to use the BPOS Services.
Additional Software

If tHe State selects BlackBerry Support, the State must:

e License the BES server from RIM and provide the SRP license number to Microsoft.
License Blackberry CALs from RIM and provide the CAL license information to
Microsoft.

e Purchase RIM support at a minimum of Blackberry TX2 (USA) or Level 2 (Europe)
support and provide the technical support number to Company.

_ e e ————,,—ee——————=
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ATTACHMENT 3

Special Terms and Conditions

The Office of the State Chief Information Officer (OCIO) and the Contractor agree to comply
with federal law requirements at the request of the State departments, which are third party
beneficiaries of this Contract. For purposes of this document, the term “Agreement” shall be
synonymous with the terms “Contract”, “Inter Agency Agreement”, and “IAA”. State agencies,
such as the Franchise Tax Board, Employment Development Department, Department of
Child Support Service and Department of Social Services can disclose federal tax returns
and return information (FTI) only as authorized by Internal Revenue Code (IRC) Title 26
section 6103. This Exhibit is intended to comply with the federally-mandated special
procedural requirements for the protection of FTI from unauthorized disclosure and use (26
Code of Federal Regulations (CFR) § 301.6103(n)-1, and IRC section 6103(n)).

COMPLIANCE WITH MANDATORY FEDERAL LAW REQUIREMENTS
FOR SAFEGUARDING FEDERAL TAX INFORMATION

The Contractor agrees to adhere to the requirements of section 6103(n) of the IRC
(§6103(n)), and as set forth in Internal Revenue Service (IRS) Publication 1075, Tax
Information Security Guidelines for Federal, State, and Local Agencies , sections 5.5, and
Exhibit 7. Pursuant to the CFR (26 § 301.6103(n)-1), IRC section 6103(n) authorizes a state
tax agency, such as the State, to disclose FTl to “any other person” to the extent necessary
in connection with the contractual procurement of services, equipment or other property for
tax administration purposes. The phrase, “any other person,” means a state government
agency such as the OCIO, as well as any private firm providing services relating to the
processing, storage, transmission, or reproduction of federal tax returns or return information,
the programming, maintenance, repair, or testing of equipment, or other property, or the
providing of other services, for tax administration purposes (26 CFR §301.6103(n)-1(a) (2)).

1. The State receives, processes, stores and transmits FTI for tax administration
purposes, as authorized by the “Agreement on Coordination of Tax Administration
between the (State Department) and the Internal Revenue Service,” (effective date
specific to each department’s agreement with the IRS), and updated “Memorandum of
Implementation,” (effective date specific to each department’s agreement with the
IRS). These agreements require the State to adhere to the requirements of Section
6103 of the IRC, to ensure the confidentiality of FTI. IRC § 6103 requires the State to
have adequate programs in place involving policies, practices, controls and
safeguards, to protect the FTl data from unauthorized use, access and disclosure
within the State, within the Contractor, and within the OCIO, as an agency-shared
facility providing data processing services to the State.

2. IRC § 6103(n) requires the OCIO to include in this Agreement the requirements set
forth in Exhibit 7 of the IRS Publication 1075, Tax Information Security Guidelines for
Federal, State, and Local Agencies
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3. An additional requirement of IRC § 6103(n) is that the OCIO is to make periodic
inspections of the Contractor and to keep a written record of such inspections.
The Contractor is also subject to site inspections conducted by the IRS to ensure
that adequate safeguards are in place to protect the State’s FTI data from
unauthorized use, access and disclosure (See page 4 of this Exhibit.).

l. PERFORMANCE
In the performance of this Agreement between the OCIO and Contractor, the Contractor
agrees to comply with and assume responsibility for compliance by the Contractor’s
employees with the following requirements:

1. All work will be done under the supervision of the Contractor or its employees.

2. Any FTl made available in any format shall be used only for the purpose of
carrying out the provisions of this Agreement. Information contained in such
material will be treated as confidential and will not be divulged or made known
in any manner to any person except as may be necessary in the performance of
this Agreement and except as authorized by federal and state statutory law.
Disclosure to anyone other than an officer or employee of the Contractor will be
prohibited.

3. All FT1 will be accounted for upon receipt and properly stored before, during,
and after processing. In addition, all related output will be given the same level
of protection as required for the source material.

4. The Contractor certifies that the State’s data processed during the performance
of this Agreement will be completely purged from all data storage components
of the Customer’s computer facility, and no output will be retained by the
Customer at the time the work is completed. If immediate purging of all data
storage components is not possible, the Contractor certifies that any IRS data
remaining in any storage component will be safeguarded to prevent
unauthorized disclosures.

5. Any spoilage or any intermediate hard copy printout that may result during the
processing of IRS data will be given to the OCIO’ specified designee(s). When
this is not possible, the Contractor will be responsible for the destruction of the
spoilage or any intermediate hardcopy printouts, and will provide the OCIO’
specified designee(s) with a statement containing the date of destruction,
description of material destroyed and the method used.

6. All computer systems receiving, processing, storing, or transmitting Federal tax
information must meet the requirements defined in IRS Publication 1075. To
meet functional and assurance requirements, the security features of the
environment must provide for the managerial, operational, and technical
controls. All security features must be available and activated to protect against
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unauthorized use of and access to Federal tax information.

7. No work involving FTI furnished under this Agreement will be sub-contracted
without prior written approval of the IRS.

8. The Contractor will maintain a list of employees with authorized access. Such
list will be provided to the OCIO and, upon request, to the IRS reviewing office.

9. The OCIO will have the right to void this Agreement if the Contractor fails to
provide the safeguards described above.

Il. CRIMINAL/CIVIL SANCTIONS

1. Each officer or employee of any person to whom returns or return information is
or may be disclosed will be notified in writing by such person that returns or
return information disclosed to such officer or employee can be used only for a
purpose and to the extent authorized herein, and that further disclosure of any
such returns or return information for a purpose or to an extent unauthorized
herein constitutes a felony punishable upon conviction by a fine of as much as
$5,000 or imprisonment for as long as 5 years, or both, together with the costs of
prosecution. Such person shall also notify each such officer and employee that
any such unauthorized further disclosure of returns or return information may
also result in an award of civil damages against the officer or employee in an
amount not less than $1,000 with respect to each instance of unauthorized
disclosure. These penalties are prescribed by IRC sections 7213 and 7431 and
set forth at 26 CFR 301.6103(n)-1

2. The Contractor shall also notify such officer and employee that any such
unauthorized inspection or disclosure of FTI may also result in an award of civil
damages against the officer or employee in an amount equal to the sum of the
greater of $1,000 for each act of unauthorized inspection or disclosure with
respect to which such defendant is found liable or the sum of the actual damages
sustained by the plaintiff as a result of such unauthorized inspection or disclosure
plus, in the case of a willful inspection or disclosure which is the result of gross
negligence, punitive damages, plus the costs of the action. These penalties are
prescribed by IRC §§ 7213A and 7431.

3. Additionally, it is incumbent upon the Contractor to inform its officers and
employees of the penalties for improper disclosure imposed by the Privacy Act of
1974, 5 U.S.C. 552a. Specifically, 5 U.S.C. 552a(i)(1), which is made applicable
to the Contractor by U.S.C. 552a(m)(1), provides that any officer or employee of
a contractor, who by virtue of his/her employment or official position, has
possession of or access to agency records which contain individually identifiable
information, the disclosure of which is prohibited by the Privacy Act or regulations
established thereunder and who, knowing that disclosure of the specific material
is prohibited, willfully discloses the material in any manner to any person or
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agency not entitled to receive it, shall be guilty of a misdemeanor and fined not
more than $5,000.

4. Granting a contractor access to FTI must be preceded by certifying that each
individual understands the agency’s security policy and procedures for
safeguarding IRS information. Contractors must maintain their authorization to
access FTl through annual recertification. The initial certification and
recertification must be documented and placed in the agency's files for review.
As part of the certification and at least annually afterwards, contractors should be
advised of the provisions of IRC Sections 7431, 7213, and 7213A (see Exhibit 6,
IRC Sec. 7431 Civil Damages for Unauthorized Disclosure of Returns and Return
Information and Exhibit 5, IRC Sec. 7213 Unauthorized Disclosure of
Information). The training provided before the initial certification and annually
thereafter must also cover the incident response policy and procedure for
reporting unauthorized disclosures and data breaches. (See Section 10) For both
the initial certification and the annual certification, the contractor should sign,
either with ink or electronic signature, a confidentiality statement certifying their
understanding of the security requirements.

lll. INSPECTION

The IRS and the OCIO each shall have the right to send its specifically-
authorized officers and employees into the offices and plants of the Contractor
for inspection of the facilities and operations provided for the performance of any
work under this Agreement. On the basis of such inspection, specific measures
may be required in cases where the Contractor is found to be non-compliant with
Agreement safeguards. The Contractor agrees to allow and facilitate an annual
site inspection of the Contractor’s facility for this purpose by the OCIO’
specifically-authorized employees and, upon request, by the IRS, and as set forth
in Internal Revenue Service (IRS) Publication 1075.
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ATTACHMENT 4

COSTS

APPENDIX B
SUMMARY COST WORKSHEET
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